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WEB-BASED ACCESSTO TECHNOLOGICAL INFORMATION IN
MONITORING SYSTEMSOF ENERGY CONSUMPTION OBJECTS
S.N.Glagolev, A.V. Belousov, Y.A. Koshlich, A.B. Bystrov

We represent top tier of multilevel web-based
testing ground technology for energy saving initia-
tives, that was developed in V.G. Shukhov's BSTU
and serves as a power consumption monitoring
and visualization system. We describe rationale
behind system structure, explaining advantages
brought to the ground by utilizing information ac-
cess mechanics known as reverse AJAX.

The ultimate goal of any monitoring system is
to provide access to technological information
when it's needed within time-frame as small as
possible.

Among the current lines of advance in the area
of reducing spatial boundaries and temporal lag of
system operator's data awareness, there is a rapid
process of thorough utilization of web technolo-
gies, associated with their increasing presence in
all aspects of control and automation of engineer-
ing power systems and facility power supply.

Benefits are ensured by the active expansion of
Web technologies: following the standards of
World Wide Web Consortium makes it possible to
build energy-efficient monitoring systems with the
minimized requirements to the client.

Fundamentally, this approach represents natural
development of the thin-client idea. Following this
paradigm involves conveying of technologicd infor-
meation about the gate of energy facility to the user by
means of TCP/IP protocol stack. Requests for data
and commands are carried out with a user-agent
(such as web browser) on the client machine. The
latter point makes it possible to monitor the status of
an object with any device, including mobile ones,
which is equipped with communication means ade-
quate for connecting to the Web server [1].

The demand for the well-timed data corre-
sponds to dynamic principle of client-server com-
munication. Conveying information to the client
should occur without urgent reloading of entire
HTML page. This requirement contradicts with
original concept of HTTP protocol data exchange,
when when every client opens new connection for
every single request, and then closes it immedi-
ately after receiving a response from the server.
This approach eliminates the possibility of the par-
tial update of the requested page without further
advancement [2].

Approaches to partial update and persistent
HTTP connection have passed severa evolutionary
stages of development, each of which is reflected
in the modern monitoring systems.

At the time being, among the most widely used
ways of operation we can single out schemes de-
veloped around exploiting Java virtual machine
environment, and schemes based on asynchronous
request processing known as AJAX (Asynchro-
nous JavaScript And XML) (Fig. 1).

[ Web client | ~ HTTP ) [ Web server | )
Request |
HTML page !
|
HTML page Java VM :
Tava | ICP connection ] : OPC

ava  |le 5l server or

applet RMItunnel J - cerylet : database
I

Figure 1. Scheme of access to technological in:
formation through a Java-appl et

Javarbased approach has gained its popularity
due to the fact that in the past years it has been al-
most exclusively providing opportunity to build
event-driven client-server interaction mechanism
with no need for data polling from the client, in
which data travels directly to the client at the mo-
ment of state change. In this case, information is
transmitted to the client in a separate TCP connec-
tion, opened by the server at some additional port.
Notion of additiona port evokes difficulties for the
any client functioning behind a firewall. Moreover,
with RMI (Remote Memory Invocation) protocol,
which is usually used as logical medium for status
updates, it's preferred to choose port randomly.

Another downside is client-side Java virtua
machine itself. Its web browser plug-in is one of
the most notorious targets for network attacks, and
asource of many corporate security vulnerabilities.

AJAX approach is inherently devoid of these
drawbacks (Fig. 2), but in the classic implementa-
tion this technology does not alow server to send
updates to clients at arbitrary moments of time,
determined by the server, as communication is
done via HTTP 1.0 (request-response). This defi-
ciency makes it necessary to send regular clients
requests, thus increasing network's traffic and
server hardware load in case of high polling rate
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and large number of simultaneoudy served clients.
[ Web client | [ ) [ Web server | ]

Request |

HTML page !

B I

HTML page :

- x g ' orc
Clu.entt ( ¢ xl?Znn;e ) erYetr <+> server or
scrip SCrip

, | database

. J \. I »
Figure 2. Scheme of access to technological in-
formation using AJAX

Widely used approaches aso include ones,
based on Microsoft .NET technologies, such as
ASP.NET or Remote Scripting. In both cases, as
well as with AJAX, only HTTP protocol is used,
so it is hard to achieve the event-based updates of
thin client. But most crucial negative point, un-
dermining benefits of otherwise well established
technology, isits rigid binding to a particular soft-
ware platform [3].

To solve these problems, weve incorporated
method that involves the use of reverse AJAX
technology with long poll (Fig. 3).

[ Web client ] (_ HTTP_ ) ("Web server | \
Request I
HTML page |
B I
HTMLpage| | . | . |
Client request check-infl |
script Status Status ) f[F77] Server or
update @ged}/ | | database
- —

Figure 3. Event-driven access based on the re-
verse AJAX

This scheme of a client-server interaction can
be described as follows. After loading the static
data from web server (the page itself, images, cli-
ent-side scripts, etc.), the client sends an asynchro-
nous HTTP request with the information that de-
termines its current status. The web server records
this state, leaving the HTTP connection open, so
registration of the client for the next update is
done. Server application, acquiring data from the
object's sensors notifies web server of the next
state change. Information about this change is sent
by aweb server to the client, and then client closes
connection.

The fact that the connection can stay open for a
long time, allows:

- relieve the client from the frequent sending of
regular requests, reducing the load on the network
and the server;

- reduce the system response time: the client re-
ceives the updated data without delays induced by
the creation of new connection.

In this case, reverson property of AJAX means
that responsibility and initiative of polling and push-
ing is transferred from the client to the server: the
server solely determines the moment time for sending
updates to clients. It is not required to use any non-
standard ports for additional connections, or any
browser extensions or plug-inson the client side.

This approach is sometimes aternatively re-
ferred to as Comet AJAX, however, there is no
established common terminology.

Promising aternative to the use of reverse
AJAX is WebSockets technology, specifications of
which are being developed by the W3C as part of
HTML5 standard recommendation. WebSockets
provides away of implementing asynchronous up-
date mechanism for particular sections of the page
driven by server-generated events at arbitrary mo-
ments of time. Their prominent drawback, which
undermines benefits this technology could bring to
the ground in the current implementation of the
system, is poor and unstable support of the stan-
dard by the present-day generation of browsers. In
the nearest future, however, the situation is likely
to change for the better.

Python was chosen as the language of the
server application development, due to its intense
and steady development over the last few years,
the outstanding expansion options, and the relative
simplicity of interaction with the OPC servers by
means of additional modules.

Organizing the communication via OPC was
implemented using the openly distributed by public
license OpenOPC module for Python. Communica-
tion with OPC server protocol is done with OPC-
DA 2.05a.

The remote server takes the technological in-
formation from equipment sensors via Modbus,
providing access to it through the OPC interface.

As the bulk of the data in the system is repre-
sented by information about the temperature of
individual units, the detention lag of the processes
is quite high. Thus, the polling frequency of OPC
server is reasonable to be set within afew seconds.

Any common-spread HTTP server, which cor-
responds to WSGI (Web Server Gateway Inter-
face) protocol specifications, can be used as a web
server in this case. Such is, for example, Apache
HTTP server with mod_wsgi module. However,
more sophisticated approaches, including separa-
tion of tasks between fast and tiny HTTP server,
which serves static content, and heavyweight back-
end server, capable of dynamic content deploy-
ment, are preferred ones. Such universaly ac-
claimed separation of duties is well-spread due to
scalability issues of single-server approaches.
Lightweight front-end server that serves dtatic re-
quests and acts as a proxy, forwarding dynamic




72

requests to the back-end server, raises throughput
of the system, preventing denia of service issues.
In our case, separation is achieved by incorporating
nginx and gunicorn serversin respective order.

The task of simultaneous processing of multiple
client responses is usualy solved with execution
threads, which web server generates for every reg-
istered client. This naturally limits the number of
simultaneoudy processed responses, as construc-
tion and elimination of threads are rather demand-
ing operations. Besides, each thread needs a certain
amount of RAM.

These reasons have justified the transition to the
use of coroutines and gunicorn server. Coroutines
are not only devoid of the aforementioned draw-
backs, but also evoke lesser risks of error induction
in the development process, as the points of control
transfer between coroutines are explicitly specified
by the programmer, and therefore are known in
advance, unlike the situation with threads, when
control is transferred at arbitrary points of time de-
termined by the operating system.

As a result, the operator receives state updates
via HTTP, using a web browser as a client. The
only requirement is the permitted implementation
of scripts, implemented in JavaScript language, by
user-agent, as the client part of the whole systemis
based on them. This requirement can't be consid-
ered as burdensome due to omnipresence of
JavaScript in modern web.

Described approach has been implemented in a
system of monitoring energy consumption of dis-
tributed technological objects of Belgorod Shuk-
hov State Technology University. Resource located
at http://ntk.intbel .ru/energo.

Developed system incorporates three intercon-
nected tiers of operation (Fig. 4). The lower level
of the system is represented by electricity power
meter Mercury 230, which can measure up to fif-
teen parameters characterizing energy consumption
and quality of power supply: active power, reactive
power, voltage, current and frequency in each
phase.

Utilization of AR-03 variant of Mercury 230
makes it possible to use existing RS-485 interface
for communication with intermediate ICPDAS I-
7188EXD PLCsto acquire technological datafrom
the local control and monitoring devices.

Industrial controller purpose is to monitor state
of regulated technological parameters. Controller
software harnesses ModBus communication proto-
col to acquire data, and makes it available for top
level equipment. PLC acts as an R$485 interface
converter in this case, and al the antics of commu-
nication between controller and top level equip-
ment of the system are managed by means of de-
veloped controller software. 1-7188 controllers

Paznen 4. Ilpukianusie 3aqaun

were chosen as mid-tier communication controllers
for this particular system, as they provide conven-
ient way of organizing information exchange with
Mercury power meters, including checksum calcu-
lation, managing security access levels of configu-
ration parameters, system time manipulation and
fee adjusting commands).

(Powermeter] [Powermeter] [Powermeter )
lMercury 230J [Mercury 23 OJ {Mercury 230J
AR-03 AR-03 AR-03

@ RS-485 @RS-485 @ RS-485

( Controller | [ Controller | [ Controller )
lI—7188EXDJ lI—7188EXDJ {1-7188EXDJ

{} Ethernet {} Ethernet {} Ethernet
2

Local Area Network

{} Ethernet

HTTP server
[Static content server]

OPC server
or database

{ nginx )
[ Dynamic content |
server
gunicorn
Figure 4. Multilevel communication structure
of energy consumption monitoring system

We can divide all programmed requests into
four groups:

- test of communication channel;

- communication channel open/close requests;

- write requests;

- read requests.

[-7188 controller conveys information consider-
ing current power consumption to University's lo-
cal network via Ethernet interface, by means of
ModbusTCP protocol. System monitors specified
parameters provided by Mercury power meters:

- system date and time;

- power supply mains frequency;

- current by phase;

- voltage by phase;

- power factor by phase;

- active power by phase and summary for the
current day;

- active power by phase and summary for the
current year;

- active power by phase and summary for the
previous day;

- active power by phase and summary for the
previous year;

- active power integral value;

- reactive power by phase;

- reactive power summary;
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- status of the connection;

- electricity price.

OPC-server is used as an intermediate commu-
nication node between controller and top level
equipment, represented by HT TP-server.

Visua representation is performed by client-
side agent, such as web browser. Data necessary
for representation is fed to the client agent dynami-
cally. As aresult, devel oped web-based monitoring
and visualization system fully complies with de-
mands for modern automated power consumption
monitoring systems, providing:

- automatic acquisition of power consumption
datafor each point of accounting;

- relational database driven storage engine;

- multi-rate metering of electricity power con-
sumption;

- on-demand data representation;

- maintaining unified system time with adjust-
ment option.

YK 004.934.2, 004.021, 681.5.015.32

At the time being, system isin the middle of ac-
tive development process, with design goal of
making it possible to integrate power consumption
data analysis and real-time decision making sup-
port, which will help to assess actual performance
of distributed objects, and simplify developing and
deployment of organizational and technical ac-
tions, aimed at energy consumption optimization.
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OBPABOTKA AYIMOJAHHBIX B SAIIIYMJIEHHBIX KAHAJIAX
CBA3U
0.C. Kurauos, /I.C. lllemonuyk

Obcysicoaemes obHosnenHas Memoouka oopa-
bomKu ayouo OaHHBIX 6 UHGOKOMMYHUKAYUOHHBIX
cemsx na ocnose mexronocuu Audio Data Mining.
Memoouxa noseonsem u3elekamv MeKCmosyio
uHpopMayuio U3z 3AUYMIEHHO20 KAHAAA CBA3U C
mounocmoio 00 93% 3a cuem mooupuyuposarto-
20 AN2OPUMMA CEMAHMUYECKO20 NOUCKA.

B Hacrosimee Bpems Oomnbiiolr 0o0beM HHQOP-
MalMyd XpaHWUTCS B BuAe LUGPOBBHIX aynuo (aid-
n0B. [Ipu 3TOM KOPPEKTHBIH MOUCK WHPOPMALIUH B
HHUX CHWJIBHO 3aTpPyAHEH, a IOpOH HEBO3MOXEH, IO~
CKOJIbKY CTaHAapTHbIE MEXaHU3MBl IIOHMCKa IO
KJIIOYEBBIM CJIOBaM W 110 T€MaM, 3aJI0)KEHHBIM He-
MOCPEJICTBEHHO BHYTPH TEKCTOBOM CTaThbd, HE
NOJXOMAT AJIsl TIOMCKA CPEAM CUIIBHO 3allyMIIEH-
HBIX aynauo (QaiinoB. B kadecTBe omHOTO M3 TpU-
MEpPOB TaKHX ayauo (aiioB aBTOPHI paccMaTpu-
BAaIOT ayauo (aiii ¢ peupto 1 HaJOKEHHBIM Ha He-
T'0 MY3bIKaJIbHBIM COIIPOBOXKICHHUEM.

BoNbIIMHCTBO CTATUCTHYECKUX METOJNIOB IS
BBISIBIICHHS B3aMMOCBSI3€H B JAHHBIX UCIIOJNB3YIOT
KOHLICTIMIO YCPEIHEHHs O BBIOOPKE, MPUBOIS-
HIYIO K OTepalysiM HaJl HECYIECTBYIOIIUMHE BEJIU-
YyiHaMU. TEXHOJOTHH OIIePaTUBHONH 00pabOTKH
na"ubix, B ToM unciae OLAP-texunoaoruu, 0omblie
HNOOXOMAT Ul paclIu(pOBKH PETPOCTIEKTUBHBIX
ayJuo JaHHBIX. B ToXe BpeMs akKTHBHO HaXOIUT
ceOe MpUMEHEHHE TEXHOJIOTHS PAaclO3HABAHUS ay-
MO JaHHBIX, u3BecTHas kak Audio Data Mining

[1] (omma u3 pasnoBuaHOCTeH Data Mining), koto-
pasi, OIMpaeTCs Ha PETPOCICKTUBHBIC JaHHBIC JJIs
MOJIyYEHHUS] OTBETOB Ha BOIIPOCHI O OyIyIieM, ore-
pUpYS peaTbHBIMH 3HAYCHUSAMH B HACTOSIIEM. JTa
TEXHOJIOTHsI BO MHOTHX CJIy4asx MO3BOJIIET orepa-
THBHO W KA4YE€CTBEHHO OCYIIECTBUTH IOMCK WH-
(dopmanuu BHYTPH HIMPOKOTO CIIEKTpa ayauo 3a-
MUCEH.

Oco0eHHO OBICTPHIMH TEMIIAMH TEXHOJIOTHUS
Data Mining pa3BuBaeTcsi B 001aCTsX, CBSI3aHHBIX
C peIlIeHUEM CIICTYIONUX MePCIeKTUBHBIX 3a71ay:

- (hopManmzaIys 3BPHCTHK B THIIH3UPYEMBIX
MPEAMETHBIX 00JacTSX, OOJETrJarouuX pericHne
3aj1a4 ¢ mpuMeHeHreM texuojorun Data Mining;

- co3anue HopMaNbHBIX S3BIKOB M JTOTHYCCKHX
CPE/ICTB, C TMOMOIIBI0 KOTOPBIX OCYIICCTBIACTCS
(dhopMau3anys 1 aBTOMaTH3aIUs KOHTCHTA B TH-
MU3UPYEMBIX MPEAMETHBIX 00JIACTX;

: CO3/IaHHE METOJIOB, CIIOCOOHBIX HE TOJIBKO
U3BJICKATh 3aKOHOMEPHOCTH M3 00padaThIBaEMbIX
JIAHHBIX, HO U (POPMHUPOBATH HOBBIE 3aKOHOMEPHO-
CTH U TCOPHH, OINHUPAIOIIUECS Ha IMIIMPUUYCCKUC
JIAHHBIC,

- pa3BUTHE HHCTPYMEHTAIbHBIX cpenactB Data
Mining ¢ NPUHOKMNHATEHO HOBBIMH BO3MOKHO-
CTSIMH aJICKBATHBIMH TEOPETHUYECKUM JTOCTHIKCHHU-
sM B 00JacTH OIEPaTUBHOM 0OPabOTKH ayJauo
JIAHHBIX.

Tem He MeHee, JJS TOJHOLUEHHOTO HCIONB30-
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